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The Bank’s operational risk management system 
(ORMS) is established in accordance with 
the requirements of the laws of the Republic 
of Kazakhstan, recommendations of the Basel 
Committee on Banking Supervision, generally accepted 
principles and banking practices of risk management, 
as well as generally accepted international practices.

The Bank’s ORMS infrastructure includes:

1. identifi cation of operational risks: analyzing both 
existing and implemented internal procedures 
and systems, as well as products and services 
provided by the Bank;

2. assessment of operational risks: measurement 
of operational risks in order to determine trends 
in the level of their changes;

3. strategic management of operational risks: 
development of principles of continuous 
operational risk management in the Bank;

4. continuous management of operational risks: 
carried out by all structural units of the Bank 
and includes reduction of the level of exposure 
to operational risk and elimination of negative 
impacts of operational risk events in all structural 
units of the Bank;

5. monitoring and reporting on operational risks: 
monitoring of the level of operational risk 
and compliance with the level of operational risk 
appetite is performed by the Bank on a regular 
basis. To monitor operational risk, the Bank uses 
a management reporting system for management 
and collegial bodies involved in risk management 
processes, regular assessment of risks aff ecting 
the achievement of its objectives, changing 
circumstances and conditions, and development 
of risk management recommendations. 
Management reporting information is provided 
to the Board of Directors / Management Board 
of the Bank on a quarterly/monthly basis;

6. prevention/mitigation (control): a set of measures 
aimed at preventing/reducing the probability 
of occurrence of events or circumstances leading 
to operational losses or at reducing the size 
of potential losses.

In 2023, measures were taken to improve 
the database for collecting and analyzing internal data 
on operational risk events.
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To ensure eff ective functioning of information 
security and information technology (hereinafter, 
the IS and IT) risk management systems, in accordance 
with the requirements of the laws of the Republic 
of Kazakhstan, the following documents have been 
developed and kept up to date:

1. IT and IS Risk Management Policies;

2. IT Risk Management Rules;

3. IS Risk Assessment Methodology;

4. Methodology for Determining Potential Loss 
on Information Security Risks;

5. Methodology for Determining Risk Appetite 
Benchmarks for IS and IT Risks at Otbasy Bank JSC.

In 2023, the working group for forming the list 
of critical information assets under the supervision 
of the Internal Control Unit classifi ed the Bank’s 
information assets and approved the list of the Bank’s 
critical information assets.

In 2023, the responsible units of the Bank assessed 
the level of IS and IT risks. The results of risk 
assessment as part of the report on IS and IT risks were 
presented to the Management of the Bank.

The Internal Control Unit provides periodic reports 
on IT and IS risks to the Information Security 
Committee, the Management Board and the Board 
of Directors of the Bank.
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The Bank’s business continuity management is aimed 
at ensuring the Bank’s resilience to any incidents 
by eliminating or minimizing downtime and quickly 
recovering key business processes and minimizing 
losses. For these purposes, the following have been 
developed, approved and kept up to date:

• the Bank’s Business Continuity Management Policy;

• the Bank’s Business Continuity Management Rules;

• the Bank’s Business Continuity Plans by Business 
Lines.

• The following activities are carried out annually 
in this area:

• training of the Bank’s personnel on business 
continuity issues;

• analyzing the impact on operations of the Bank’s 
critical processes and business lines;

• testing and analyzing the Bank’s business continuity 
plans;

• analyzing the risks of unforeseen circumstances 
for which a risk response action plan has been 
drawn up.
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In a broad sense, compliance control is a system 
of management and control in an organization 
related to the risks of non-compliance with legislative 
requirements, regulations, rules and standards 
of supervisory authorities, codes of conduct, and other 
regulatory documentation of the organization.

Compliance control is an integral part of the internal 
control function, the purpose of which is to protect 
the interests of investors, banks and their customers 
by controlling compliance by the Bank’s employees 
with legislative provisions, requirements of supervisory 
authorities, internal documents of the Bank regulating 
the Bank’s services and operations in the fi nancial 
market.

An eff ective compliance risk management system 
and its maintenance allow management to identify 
in a timely manner all signifi cant risks of incomplete 
implementation of the Bank’s business goals.

Responsibility for compliance is based on the Bank’s 
compliance culture, which is refl ected in the Bank’s 3 
lines of defense:

1. The fi rst line of defense manages compliance risk 
within its competence and in accordance with 
the Bank’s internal documents on compliance 
risk management (fi rst level control). The partic-
ipants are the Bank’s employees and the heads 
of the Bank’s structural units;

2. The second line of defense is compliance risk 
management and compliance control (second level 
control). The participants are the Chief Compliance 
Offi  cer and the Compliance Control Unit;

3. The third line of defense is an independent assess-
ment of the eff ectiveness of the compliance risk 
management system (third level control). The partic-
ipant is the Internal Audit Unit.

All participants of the compliance risk management 
system, within their competence and responsibility, 
manage compliance risks in strict and rigorous 
compliance with the requirements of the laws 
of the Republic of Kazakhstan, the laws of foreign 
countries aff ecting the Bank’s operations 
and recognized by the Republic of Kazakhstan, 
the Bank’s internal rules and procedures, as well as 
generally accepted codes of conduct.

The main objective of compliance risk management 
is to minimize and/or maintain at an acceptable 
level compliance risks, such as fi nancial losses 
incurred by the Bank and application of legal 
sanctions to the Bank due to non-compliance 
with the requirements of the laws of the Republic 
of Kazakhstan, regulations of the competent authority, 
internal documents and procedures of the Bank, 
as well as the laws of foreign countries aff ecting 
the Bank’s operations and recognized by the Republic 
of Kazakhstan.

To eff ectively manage compliance risks, 
the Compliance Control Unit identifi es and assesses 
their causes:

• data on compliance risks are collected and analyzed 
on a regular basis. The results of audits and a unifi ed 
internal database of operational losses and events 
are used for this purpose;

• the Compliance Control Unit is involved in the intro-
duction of new products and services;

• internal audits of the Bank’s internal documents 
and processes for compliance with the laws 
of the Republic of Kazakhstan are conducted on a 
regular basis (5 audits were conducted by the Com-
pliance Control Unit in 2022);
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• the Know Your Customer principle has been imple-
mented;

• a compliance risk register is maintained and a com-
pliance risk map is drawn up;

• training workshops are conducted in the Bank as 
part of strengthening compliance culture.

To ensure compliance of the Bank’s activities 
with the laws of the Republic of Kazakhstan, 
the Compliance Control Unit continuously 
monitors amendments to the laws of the Republic 
of Kazakhstan and provides further recommendations 
on the development of new internal documents 
and introduction of relevant amendments 
to the Bank’s internal documents and procedures.

The Bank has a fi nancial monitoring system in place 
to fulfi l the requirements of the laws on anti-
money laundering and counter-terrorism fi nancing 
(hereinafter, the AML/CFT).

The main purpose of the fi nancial monitoring system is 
to minimize the risks arising from banking transactions 
subject to fi nancial monitoring and other transactions 
with money or property related to money laundering, 
terrorism fi nancing and fi nancing of proliferation 
of weapons of mass destruction by ensuring 
compliance with the requirements of the AML/
CFT laws of the Republic of Kazakhstan, preventing 
the Bank’s involvement in money or property related 
to money laundering, terrorism fi nancing and fi nancing 
of proliferation of weapons of mass destruction, 
maintaining the eff ectiveness of the Bank’s internal 
control system at a level suffi  cient to manage the risks.

The Bank implements the Know Your Customer 
principle, conducts due diligence procedures when 
establishing business relations, ensures completeness 
and timeliness of submission of information 
on transactions subject to fi nancial monitoring 
to the competent fi nancial monitoring authority

(S* 5,S.S

Along with credit, market, strategic, operational, 
compliance, liquidity, information security and IT 
risks, the Bank’s Risk Register includes a separate 
group of ESG risks. ESG risks are identifi ed taking into 
account the expectations of investors, staff  and other 
stakeholders of the Bank. To take into account all 
possible consequences of the Bank’s activities, 
the following is analyzed on a periodic basis:

• the needs of stakeholders;

• potential confl icts that may jeopardize projects 
or arise at various stages of their implementation;

• opportunities and relationships that may arise 
in the course of implementation of the Bank’s 
projects.

Based on an analysis of external and internal factors, 
the Bank has compiled a detailed list of ESG risks, 
which cover environmental, corporate governance, 
health and safety and human rights.

ESG risks in the Risk Register are subdivided into:

1. environmental risks: non-compliance of the Bank, its 
authorized bodies and employees with the require-
ments of the environmental laws of the Republic 
of Kazakhstan;

2. social and labor risks: violation by the Bank of labor 
laws in terms of occupational health and safety, 
resulting in temporary or permanent disability of an 
employee, non-observance by the Bank of the rights 
and legitimate interests of employees, violation 
of working hours and rest periods, lack of staff  
motivation, lack of indexation of remuneration, low 
level of employee involvement, lack of professional 
development programs;

3. corporate governance risks: reduction of supervi-
sion by the Bank’s Board of Directors over the effi  -
ciency of the internal control system.

The fi nal rating of this type of risk is assessed as low.
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In light of the growing concern about climate 
change, the Bank intends to integrate environmental 
and global climate change risks into its risk 
management system.

The Bank’s portfolio already includes loans to purchase 
a home in a property that meets the green standard, 
which now forms the basis of goal-setting to reduce 
the impact on global climate change. Based on an 
assessment of climate risks and opportunities, 
the Bank plans to develop processes to manage these 
risks in its housing loan portfolio, and to include risk 
mitigation activities such as setting fi nancing criteria, 
supporting customers in improving energy effi  ciency 
or developing renewable energy sources.

The Bank will work to identify climate risks 
of the Republic of Kazakhstan (from extreme weather, 
fl ood, fi re and other climatic factors) and assess 
the level of their impact throughout the Republic 
of Kazakhstan in 2024.

These activities will enable the Bank to take climate 
change and other environmental risks into account 
when originating mortgage loans and provide 
a more reliable and sustainable approach to credit 
underwriting.




